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DETAILED ACTION 

1 . This is a final action in response to communications filed June 7, 2006. Claims 1- 
19 were originally filed. New claims 20-26 have been entered. Claims 1-26 are pending 
in this action. 

Drawings 

2. The drawings were received on June 7, 2006. These drawings are acceptable. 

Response to Arguments 

3. Applicant's arguments filed June 7, 2006 have been fully considered but they are 
not persuasive. 

4. Applicant argues on page 10 that Freeman et al. does not disclose or suggest 
operating in two modes. Examiner respectfully disagrees. The non-secure mode of 
Freeman et al., depicted as item 209 in figure 2, is itself the combination of two privilege 
levels. Specifically, it provides the execution of instructions and execution of ICE 
commands. 



Claim Objections 

5. Claim 21 is objected to because of the following informalities: the phrase " 
determining further comprising ..." is awkward. Examiner believes that Applicant 



Application/Control Number: 10/697,354 Page 3 

Art Unit: 2131 

intended "... the step of determining further comprising ..." or"... determining further 
comprises..." 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1-21 and 24 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Freeman et al., US Patent 6,925,570 B2. Examiner notes that corresponding prior art 
terms may accompany the claim language in bracketed form. 

7. Regarding claim 1 , Freeman et al. teach a method for selectively enabling 
operating modes of a device during a device initialization, wherein the operating modes 
comprise a privileged mode and a non-privileged mode, and the method comprising: 
determining during the device initialization whether the device is to operate in the 
privileged mode or in both the privileged and non-privileged modes (figure 2, step 208, 
column 4, lines 62-63); 

enabling the privileged mode if it is determined that the device is to operate only in the 
privileged mode (figure 2, step 207, column 5, lines 1-2); and 
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enabling both the privileged and the non-privileged modes if it is determined that the 
device is to operate in both the privileged and the non-privileged modes (figure 2, step 
209, column 4, lines 64-66). 

8. Regarding claim 6, Freeman et al. teach an apparatus for selectively enabling 
operating modes of a device during a device initialization, wherein the operating modes 
comprise a privileged mode and a non-privileged mode, and the apparatus comprising: 
a flag (s-latch) (figure 1, item 107, column 3, lines 36-42); and 

selection logic that operates to read the flag (s-latch) to set the operating mode of the 
device, wherein if the flag is set the selection logic enables the privileged mode, and if 
the flag is not set, the selection logic enables both the privileged and non-privileged 
modes (figure 2, steps 207-209, column 4, line 62 - column 5, line 2). 

9. Regarding claim 10, Freeman et al. teach an apparatus for selectively enabling 
operating modes of a device during a device initialization, wherein the operating modes 
comprise a privileged mode and a non-privileged mode, and the apparatus comprising: 
means for determining during the device initialization whether the device is to operate in 
the privileged mode or in both the privileged and non-privileged modes (figure 2, step 
208, column 4, lines 62-63); 

means for enabling only the privileged mode if it is determined that the device is to 
operate only in the privileged mode (figure 2, step 207, column 5, lines 1-2); and 
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means for enabling both the privileged and the non-privileged modes if it is determined 
that the device is to operate in both the privileged and the non-privileged modes (figure 
2, step 209, column 4, lines 64-66). 

10. Regarding claim 15, Freeman et al. teach a computer-readable media comprising 
instructions, which when executed by a processor in a device, operate to selectively 
enable operating modes of a device during a device initialization, wherein the operating 
modes comprise a privileged mode and a non-privileged mode, and the computer- 
readable media comprising: 

instructions for determining during the device initialization whether the device is to 
operate in the privileged mode or in both the privileged and non-privileged modes 
(figure 2, steps 207-209, column 4, line 62 - column 5, line 2); 
instructions for enabling only the privileged mode if it is determined that the device is to 
operate only in the privileged mode (figure 2, step 207, column 5, lines 1-2); and 
instructions for enabling both the privileged and the non-privileged modes if it is 
determined that the device is to operate in both the privileged and the non-privileged 
modes (figure 2, step 209, column 4, lines 64-66). 

11. As per claim 20, Freeman et al. teach a method for selectively enabling operating 
modes of a device, comprising: 
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determining during the device initialization whether the device is to operate in at least 
one of a privileged mode and a combined privileged and non-privileged mode (figure 2, 
step 208, column 4, lines 62-63); and 

enabling the combined privileged and non-privilege mode for each determination that 
the device is to operate in the combined privileged and non-privileged mode (figure 2, 
step 209, column 4, lines 64-66). 

12. Regarding claim 24, Freeman et al. teach an apparatus, comprising: 
a selectable one of a plurality of operating modes, the plurality of operating modes 
comprising at least a privileged operating mode and a combined privileged and non- 
privileged operating mode (figure 2, steps 207 and 209, column 4, lines 22-38); 
a memory comprising a flag having at least two settings, wherein one predetermined 
setting of the at least two settings corresponds to the combined privileged and non- 
privileged operating mode (column 4, line 54 - column 5, line 2); and 
selection logic communicatively coupled with the memory and operable to read the flag 
to set an operating mode of the apparatus, wherein the selection logic is operable to 
enable the combined privileged and non-privileged mode on the apparatus based on 
reading the one predetermined setting of the at least two settings (figure 2, steps 208 
and 209, column 4, line 63 - column 5, line 2). 
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1 3. As per claim 2, the method of Freeman et al. teaches the method of claim 1 , 
wherein the step of determining comprises testing a flag (s-latch) (figure 2, step 208, 
column 4, lines 62-63). 

14. As per claim 3, the method of Freeman et al. teaches the method of claim 1 , 
wherein the step of enabling only the privileged mode comprises controlling one or more 
device memory management units to enable only the privileged mode (column 1, lines 
19-29, column 3, lines 43-46, column 5, lines 1-2, where it is inherent that the processor 
contains a MMU to manage communications with memory). 

1 5. As per claim 4, the method of Freeman et al. teaches the method of claim 1 , 
wherein the step of enabling both the privileged mode and the non-privileged modes 
comprises controlling one or more device memory management units to enable both 
modes (column 1, lines 19-29, column 3, lines 43-46, column 4, lines 63-66, where it is 
inherent that the processor contains a MMU to manage communications with memory). 

16. As per claim 5, the method of Freeman et al. teaches the method of claim 1 , 
wherein the device is a wireless device (figure 3, column 5, lines 3-50, where the 
system may be realized as a laptop). 
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17. As per claim 7, the apparatus of Freeman et al. teaches the apparatus of claim 6, 
further comprising a memory that stores the flag (s-latch) (figure 2, step 208, column 4, 
lines 54-63, where NVRAM stores the data that sets the s-latch). 

1 8. As per claim 8, the apparatus of Freeman et al. teaches the apparatus of claim 6, 
further comprising one or more memory management units that are controlled by the 
selection logic to set the operating mode of the device (column 1, lines 19-29, column 3, 
lines 43-46, column 4, line 62 - column 5, line 2, where it is inherent that the processor 
contains a MMU to manage communications with memory). 

1 9. As per claim 9, the apparatus of Freeman et al. teaches the apparatus of claim 6, 
wherein the device is a wireless device (figure 3, column 5, lines 3-50, where the 
system may be realized as a laptop). 

20. As per claim 1 1 , the apparatus of Freeman et al. teaches the apparatus of claim 
10, wherein the means for determining comprises means for testing a flag (s-latch) 
(figure 2, step 208, column 4, lines 62-63). 

21 . Regarding claim 1 2, the apparatus of Freeman et al. teaches the apparatus of 
claim 10, wherein the means for enabling the only privileged mode comprises means for 
controlling one or more device memory management units to enable only the privileged 
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mode (column 1, lines 19-29, column 3, lines 43-46, column 5, lines 1-2, where it is 
inherent that the processor contains a MMU to manage communications with memory). 

22. As per claim 1 3, the apparatus of Freeman et al. teaches the apparatus of claim 
10, wherein the means for enabling both the privileged mode and the non-privileged 
modes comprises means for controlling one or more device memory management units 
to enable both modes (column 1, lines 19-29, column 3, lines 43-46, column 4, lines 63- 
66, where it is inherent that the processor contains a MMU to manage communications 
with memory). 

23. As per claim 14, the apparatus of Freeman et al. teaches the apparatus of claim 
10, wherein the device is a wireless device (figure 3, column 5, lines 3-50, where the 
system may be realized as a laptop). 

24. As per claim 16, the computer-readable media of Freeman et al. teaches the 
computer-readable media of claim 15, wherein the instructions for determining comprise 
instructions for testing a flag (s-latch) (figure 2, step 208, column 4, lines 62-63). 

25. As per claim 17, the computer-readable media of Freeman et al. teaches the 
computer-readable media of claim 15, wherein the instructions for enabling the only 
privileged mode comprise instructions for controlling one or more device memory 
management units to enable only the privileged mode (column 1, lines 19-29, column 3, 
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lines 43-46, column 5, lines 1-2, where it is inherent that the processor contains a MMU 
to manage communications with memory). 

26. As per claim 18, the computer-readable media of Freeman et al. teaches the 
computer-readable media of claim 15, wherein the instructions for enabling both the 
privileged mode and the non-privileged modes comprise instructions for controlling one 
or more device memory management units to enable both modes (column 1, lines 19- 
29, column 3, lines 43-46, column 4, lines 63-66, where it is inherent that the processor 
contains a MMU to manage communications with memory). 

27. As per claim 19, the computer-readable media of Freeman et al. teaches the 
computer-readable media of claim 15, wherein the device is a wireless device (figure 3, 
column 5, lines 3-50, where the system may be realized as a laptop). 

28. As per claim 21 , the method of Freeman et al. teaches the method of claim 20, 
wherein determining further comprising reading a flag in a memory of a device, the flag 
having at least two settings, wherein one predetermined setting of the at least two 

. settings corresponds to the combined privileged and non-privileged operating mode 
(figure 2, steps 203, 204, and 208, column 4, line 54 - column5, line 1, where NVRAM 
stores the data that sets the s-latch). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

29. Claims 22, 23, 25, and 26 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Freeman et al., US Patent 6,925,570 B2, in view of McGrath et al., 
US Patent Application Publication 2004/0210764 A1. 

30. Regarding claim 22, the method of Freeman et al. teaches the method of claim 
20. The method of Freeman et al. does not teach partitioning memory. 

McGrath et al. teach processors employing the x86 architecture, wherein 
memory is partitioned (isolated) into two privilege levels: kernel mode (CPL0, most 
privileged) and user mode (CPL3, least privileged) ([0005]-[0010]). It would have been 
obvious to one of ordinary skill in the art at the time of invention to partition the memory 
of Freeman et al. into the privilege levels of the x86 processor, namely kernel and user 
modes, because the x86 architecture protects applications from interfering with each 
other and was well known at the time of Applicant's invention. 

31 . As per claim 23, the method of Freeman et al. and McGrath et al. teaches the 
method of claim 22, wherein enabling further comprises restricting operation of the non- 
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privileged code to the non-privileged code region of the code memory and to the non- 
privileged data region of the data memory (McGrath et al., [0005]-[0009]). 

32. As per claim 25, the apparatus of Freeman et al. teaches the apparatus of claim 
24, wherein the memory is operable to store code and data (figures 1 and 3). The 
apparatus of Freeman et al. does not teach partitioning memory. 

McGrath et al. teach processors employing the x86 architecture, wherein 
memory is partitioned (isolated) into two privilege levels: kernel mode (CPLO, most 
privileged) and user mode (CPL3, least privileged) ([0005]-[0010]). It would have been 
obvious to one of ordinary skill in the art at the time of invention to partition the memory 
of Freeman et al. into the privilege levels of the x86 processor, namely kernel and user 
modes, because the x86 architecture protects applications from interfering with each 
other and was well known at the time of Applicant's invention. 

33. As per claim 26, the apparatus of Freeman et al. and McGrath et al. teaches the 
apparatus of claim 25, wherein the first memory management unit is operable to restrict 
operation of the non-privileged code to the non-privileged code region of the memory, 
and wherein the second memory management unit is operable to restrict operation of 
the non-privileged code to the non-privileged data region of the data memory (McGrath 
etal., [0005]-[0010]). 
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Conclusion 

34. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

35. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

36. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kerry McKay whose telephone number is (571) 272- 
2651. The examiner can normally be reached on Monday-Friday, 8:00am-4:30pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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